


Heli's Security Agency
This proof relies on the assumption that our "universe" U=.

Shared secret : M

public keys : a
, b (coprime)

big prime : P
A = Rp(ma) ; B = Rp(mP)
We know a

,
b , p ,

A and B.

a and b are coprime = god (a ,b) =1 E Juivet (u . a + v .b = 1).

Evidenty , a must be positive and b must be negative or vice versa.

Without loss of generality , we will assume v to be negative. We now
define U , VEIN as the positive integers satisfying na-v . D = 1

,
where-

by our new v is just the absolute value of our old v.

u . a - V.b = 1

= u.a = 1+ vb

From the definitions of A and B
,
we derive :

ma =
p
A

mb =pB
Hence

, through algebraic manipulation , we get :

maepAma)" =pa"=mept"empt" EmmepAY ①

m =B = (m))" =pB = mupBV ②



Putting② in D , we derive :

m .
mu =pA" mepB = m .

B" =pa"

What io left to do is to compute the Multiplicative inverse (BV)"of

B' modulo p . As p is prime , B" definitely has such an inverse.

Computing (BV-
1
can be done using the extended enclidian algorithm ,

as :

BV . (BY
1
=p1

=> BV .

X =pl (where x = (BV
-1)

= JweX(w . p = 1 - BYX) (we now define was the integer satisfying
the formula

= w . p + x . BV = 1

=> gcd(p , BV) = 1 Chere , the extended eac . alg . can be used to
determine the linear combinations of p and BV
that add up to

1
.
The factor that BV is mul-

tiplied with is equal to its multiplicative inverse

Now , we can use ⑤ to derive

M . BV .(BY EpA" . (V)
- 1

= m =p Au . (Br
-1

In other words , m = Rp(A" .(BY-1)
, as Mcp .

Answer : M = Rp(A" . BY-2)
,
where u and vare positive

integers such that na-vo = 1 and (BV) . BV = p 1.


